Introduction
The issue of information warfare was at the heart of the debate about the revolution in military matters, from the turn of the 1980s to the 1990s. It was not so much a question of doubt as to the actual relevance of the concept (the importance of information in warfare has been well known for centuries), as a redefinition of the way in which military strategy was to be viewed, in light of a radical technological and societal transformation, and how that information was now to be produced and used in these contexts.
The concept of "information warfare" appears to be used less nowadays than it once was, but it is by no means obsolete. 38 ). All these publications deal with the concept in its civil and military dimensions, using approaches taken from strategic studies, political science, information sciences, computing/telecoms, and judicial, ethical and philosophical thinking. They set out to explain the profound changes that have come about in the modern field of battle, because of the evolution of the information space -its continuous and accelerated expansion over the past two decades. A number of these works are based on observations of national strategies in regard to information warfare (the conflict between North and South Korea, Russia, China, etc.).
Information warfare -though military doctrine today rather favors the concept of "information operations" -is demonstrably an essential component in modern conflicts. This is attested by recent events such as Russia's annexation of Crimea or Daesh's growing influence on the international scene, and the efforts made by certain states to counter terrorist propaganda. Both State-and non-State actors in conflicts are constantly investing in the informational sphere, placing their actions of communication, influence, propaganda, their psychological operations, at the heart of their strategies. Today, "information warfare" and "cyber" overlap. In addition, it is on this "cyber" aspect of information warfare which we focus in this book. The questions and issues are identical to those that were present in the 1990s: how best to take advantage of information and of information technologies, to gain an edge over the adversary, the enemy or the competitor. The starting point for our study in the first edition of this book (2007 in French; 2009 for the English-language equivalent) was the Gulf War (1991), reflecting how important a milestone that war was in the history of conflicts. It allowed the Americans to demonstrate astonishing might and military efficiency, and marked the beginning of a new era of conflict where information, computer systems and networks would play a major role in the organization and manifestation of that power. Numerous countries then launched a process of reflection to restructure and reorganize their forces. Although the American power could not be rivaled, it nonetheless served as a model, which at least provides the key conceptual elements. It was during the 1990s that the majority of the key concepts which are employed today in conflict strategies -and especially cyberconflict strategies -were lain down, formulated and defined: network-centric warfare (NCW), netwar, information warfare (IW), cyber warfare and big data, to cite just a few. The concept of "information warfare" has met with varying degrees of success from one State to another, and has even been officially withdrawn from the lexicon used by the US Defense Department. However, in today's world, where the strategies employed include concepts such as the influence of the media and social networks in the organization of armies and in the conducting of conflicts; where they include concepts such as psychological warfare in combination with the use of the media, propaganda, influence; where States at war or experiencing periods of revolt or insurrection impose censorship and cut off Internet access; where intelligence agencies trawl cyberspace in search of strategic information, or collect vast masses of data to be processed, analyzed, made to "talk" and support the missions of security and national defense; everyone is involved in the quest for information mastery. When these activities take place in the context of armed conflicts, between different States or within a State, we speak of information warfare.
Recent years have seen a drastic increase in armed conflicts (i.e. wars, though theoreticians, politicians or strategists often refuse to use that term), all of which have confirmed the importance of the role of information -especially information travelling through cyberspace: examples include the Russo-Georgian conflict in 2008, the Arab Spring wave of revolutions in 2010-2011, the war in Libya, in Syria, the expansion of Islamic State-controlled territory, the Russian-Ukrainian conflict, etc. This second edition of the book focuses on three states: the USA (Chapter 1), China (Chapter 2) and Russia (Chapter 3), and offers a detailed analysis of the evolution of the theories, concepts and doctrines employed in those countries (Chapter 4). In this book, which is intended to be a modest contribution to the strategic study of modern conflict, we discuss the following questions:
-Today, do the terms "information warfare", "information operations" and "cyberoperations" all denote the same reality? information is now at the forefront and its "digital" nature clearly provides a new power to its users. Not only could the planet watch the launching of operations in real time, but optimized use of information and communication technologies to help troops, and the coordination and preparation of operations and the carrying out of attacks proved to be, if not the key to victory, at least a major player in not losing. The lessons drawn from this victory raised several questions: was this a new type of war? Should we call it "information age warfare" or "information warfare"? This first chapter is naturally dedicated to the United States, since they have been used as a reference and as an object of observation for the rest of the world. They have also put forward a series of doctrinal texts and innovative concepts in the last 25 years. -personal information warfare (called Class 1 information warfare), created through attacks against data involving individuals and privacy: disclosure, corruption and intercepting of personal and confidential data (medical, banking and communications data). These attacks aimed at recreating or modifying the electronic picture of an individual by illicit means, or simply by using available open-source information, can often be simply carried out through technical solutions for standard catalog or Internet sales; -commercial information warfare (called Class 2 information warfare) occurs through industrial espionage, broadcasting false information about competitors over the Internet. The new international order is filled with tens of thousands of ex-spies looking for work where they can offer their expertise; -global information warfare (called Class 3 information warfare) aimed at industries, political spheres of influence, global economic forces, countries, critical and sensitive national information systems. The objective is to disrupt a country by damaging systems including energy, communications and transport. It is the act of using technology against technology, of secrets and stealing secrets, turning information against its owner, of prohibiting an enemy from using its own technologies and information. It is the ultimate form of conflict in cyberspace occurring through the global network. This class of information warfare generates chaos.
According to Winn Schwartau 1 , real information warfare uses information and information systems as a weapon against its targets: information and information systems. This definition eliminates kinetic weapons (for example bombs and bullets). Information warfare can attack people, organizations or countries (or spheres of influence) For Fred Cohen, information technology security expert and inventor of the concept of the "computer virus" 7 , information warfare is a conflict in which information or information technology is the weapon, target, objective or method 8 .
Martin C. Libicki 9 defines information warfare as a series of activities triggered by the need to modify information flows going to the other party, while protecting our own; such activities include physical attack, radio-electronic attack, attacks on systems and sensors, cryptography, attacks against computers, and psychological operations. Regardless of the approach, information warfare seems closely linked to our new social and technical structure, to the strong dependence now linking our exchanges (our social, economic, cultural and political transactions) to information technologies. Information warfare could be a type of battle for the control of the digital space involving the whole of society. Information and information systems can be used to attack and conquer the enemy. Some would prefer to call it "information age warfare" to define the capacity to control and use the information battlefield, which then becomes an additional factor in the war, in the same way that the capacity to control air and space did in conventional wars in the industrial age.
The major point that seems to define the debate on information warfare is framed by the following questions: can the war be carried out only in the world of information? Are wars, as fought by man since the beginning of time with their streams of increasingly lethal weapons and bloody battles, on the verge of disappearing? Will information technologies revolutionize societies to the point of revolutionizing the way we fight wars, i.e. imposing our political will on others only through battles in the information sphere? Or will they only be a new complementary method? Should we call it "information warfare" or "information age warfare"?
The information space, understood as a space of violence, conflict and battle completely replacing the more traditional fields of conflicts, is one of the major ideas in the development of the "information warfare" concept: "Information technology is the most relevant basis for modern warfare. It has become conceivable to fight a war solely with information, which is expressed by the term 'information warfare' […] . Information warfare could be defined as comprising all the means of accomplishing and securing information dominance so as to support politico-military strategies by manipulating adversary information and information systems and simultaneously securing and protecting one's own information and information systems, and increasing their efficiency" 11 .
Official military documents
It is impossible to list all the publications, reports, commentaries, analyses, opinions and notices published and expressed by experts of all fields on the subject since the beginning of the 1990s.
But in order to gain the best possible understanding of what the United States means by "information warfare", it is necessary to understand military doctrines which have endeavored to provide the definitions of key concepts, while keeping in mind the pragmatic needs of defense. The idea is not to theorize but to provide the military with guidelines and precise frameworks for their organization, strategies, operations and tactics.
The text that formally launched the concept of information warfare is a classified guideline of the Department of Defense (DOD), from 1992 12 .
Subsequent evolutions, however, enhanced the concept before it finally found its place within the different American military doctrines.
In an instruction from January 1995 13 , the Navy defined information warfare as an action taken to support the national security strategy 14 in order to reach and maintain a decisive advantage, by attacking the information infrastructure of the enemy, by using, paralyzing or influencing opposite information systems while protecting friendly information systems. For the American Navy, the term "information warfare" means that ICTs are a force multiplier authorizing more efficient operations: more efficient electronic warfare, better cryptology. The military can carry out the same operations as before but in a better way. ICTs provide improvement compared to the past. This improvement attracts more attention than the idea of radical transformation of ideologies, objectives or targets.
The Air Force document called "The Foundation of Information Warfare"
15 makes a distinction between information age warfare and information warfare: the former uses computerized weapons and the latter uses information as a weapon, an independent field. The Army, Navy and Air Force do not share a common doctrine. This trend will be more obvious in the coming years.
US Air Force Doctrine: AFDD 2-5 (1998)
In August of 1998, the US Air Force published its doctrine on information operations (Air Force Doctrine Document -AFDD 2-5 - 14 The strategy consists of defining fundamental long term goals and choosing action methods and resources necessary for the achievement of these objectives. It is the part of military science involving the general behavior of the war and the defense organization of a country. It is the art of making an army evolve through operations until it is in contact with the enemy. The tactic is the application of the strategy, all the methods used to achieve a short term result. It is the art of combining all military methods to achieve goals. 15 17 published the same year is interesting, as will be seen in section 1.1.3.
How is information warfare defined in this doctrine from the US Air Force? What are its components? Which concepts must be compared with the concept of information warfare?
Superiority of information
Superiority of information is the degree of dominance in the field of information providing friendly forces the possibility of collecting, controlling, using and defending information without actual opposition. 18 Superiority of information, as considered by the Air Force, is a state of relative advantage, and not a capacity as presented in JP 3-13.
Information operations
This term groups actions taken to conquer, use, defend or attack information and information systems, including "information-inwarfare" and "information warfare" simultaneously. Information-inwarfare means conquering (acquiring) information and using it. Information warfare means attacking and defending.
Information warfare
Information warfare is made up of information operations carried out to defend our own information and our own information systems, or to attack and affect the information and information systems of an enemy. The definition introduces concepts that will not be found in the (JCS) approach (JP 3-13): the concept of counter-information and its two subsets of offensive counter-information and defensive counter-information. Counter-information establishes the desired level of control over functions of information, enabling friendly forces to operate at a given moment and place, without prohibitive interference from the adversary.
Offensive counter-information group offensive operations in information warfare, carried out to control the information environment by paralyzing, deteriorating, interrupting, destroying or attempting to deceive information and information systems include:
-psychological operations (the definition adopted is the same as the one subsequently published in the JP 3-13 document);
-electronic warfare (the definition adopted is the same as the one published in the JP 3-13 document); -military deception;
-physical attacks (the definition adopted is the same as the one in JP 3-13); -information attack: an action taken to manipulate or destroy enemy information systems without visibly changing the physical entity in which they reside. This means attacking the content without leaving a visible trace on the outside. The closest term is CNA (Computer Network Attacks) 19 in JP 3-13. The JP 3-13 document includes computer destruction.
Defensive counter-information group activities carried out to protect and defend friendly information and information systems include:
-information assurance; -operations security; -counter-intelligence; -psychological counter-operations; 19 The abbreviation CNA will be used throughout this book.
-counter-deception; -electronic protection.
The doctrine of the Joint Chiefs of Staff committee: JP 3-13 (1998)
Information warfare is also defined in a publication from the JCS on October 9, 1998, called Joint Pub 3-13 "Joint Doctrine for Information Operations (IO)" 20 . The JCS text was published after the Air Force document. This detail is important because the JCS publication is intended, theoretically at least, to apply to all departments. Since the "Goldwater-Nichols Department of Defense Reorganization" Law 21 of 1986, each department must ensure the compliance of its doctrine and procedures with the common doctrine established by the JCS. Information operations doctrines, however, were developed concurrently.
The JCS publication provides the doctrinal basis for the conduct of information operations during joint operations.
Superiority of information
Acquiring "superiority of information" means being able to collect, process and distribute an uninterrupted flow of information, while using or blocking the possibilities of an opponent to do the same. Document JP 3-13 defines superiority of information as absolute perfection, with the idea of "uninterrupted flow of information" for friendly forces, banning this flow to the enemy. The U.S. Air Force is not seeking such an absolute, considering instead that operations in the field of information cannot be perfect. It prefers to speak of "relative advantage": opponents will try to disrupt information operations, but Air Force superiority of information will ensure that these attempts are unsuccessful.
The components of superiority of information are also different, and the common components are structured differently. For JP 3-13, there are three components: information systems, relevant information and information operations. The Air Force only has one component for superiority of information: information operations.
Information operations
Information operations are the actions taken to affect the information and information systems of the enemy, while defending our own information and information systems. There are two main sub-divisions in information operations: offensive information operations (gain) and defensive information operations (exploitation) 22 . Remember that for the Air Force, the two subdivisions of information operations are information warfare and information-in-warfare.
For JP 3-13, the expression "offensive information operations" means actions aimed at affecting adversary decision-makers in reaching or promoting specific objectives. For the Air Force, offensive activities of information warfare are carried out to control the information environment.
The objective of offensive information operations, which can be carried out in a wide range of military operation situations, at all levels of warfare (strategic, operational and tactical) and that can have an even greater impact when carried out in times of peace or at the beginning of a conflict, is to affect enemy decision-makers or to reach specific goals. Offensive activities include, among others:
-operations security; -military deception (deceive, trick, and set the enemy up to act against his or her own interests); -psychological operations; -electronic warfare; -physical attack, destruction;
22 Page vii, JP 3-13.
-special information operations; -computer attacks.
Defensive information operations integrate and coordinate policies, procedures, operations, resources and technologies for the defense and protection of information and information systems. They must ensure necessary protection and defense of information and information systems that joint forces depend on to carry out their operations and reach their objectives. They consist of: Because of their relationship, it is important that all offensive and defensive operations components are integrated. If, theoretically, defensive and offensive are separate, in reality they must be designed and taken as inseparable.
The report also identifies "special information operations", a category of information operations that requires detailed examination
